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Abstract. In this digital age, researchers have options other than traditional data collection methods. 
Data collection through online modalities, which brings advantages such as sample diversity, cost and 
time reduction, and wide geographical reach, has become an alternative. When the COVID-19 
pandemic hit, human interactions became limited; in-person conversations and on-site presence were 
impossible in some areas. Hence, researchers opted for Internet-mediated research activities. Even 
after the pandemic, conducting research online will continue to be an attractive modality. 

Ethical issues, though, have been raised in online data collection methods. Among those ethical issues 
are ownership of online data, unauthorized usage of online data, and anonymity and confidentiality in 
virtual and visual research. It is important, therefore, that ethical guidelines be observed in online data 
collection. In this paper, we propose several strategies to mitigate ethical issues. These strategies 
include securing informed consent, which is considered the cornerstone of research ethics, from the 
participants after they have been thoroughly and adequately advised regarding the research 
processes; determining whether the online space is public or private and implementing corresponding 
measures and adjustments; ensuring the confidentiality of the data by proper storage, management, 
and reporting; securing the anonymity of the participants through de-identification; and being honest 
and transparent by disclosing their identity as researchers to the participants. In addition, researchers 
will need to be guided by ethics review boards and a reference group with whom they can consult 
when they encounter ethical moments during their data collection. 

Case Studies. Although the same basic ethical rules of traditional research, such as anonymity and 
confidentiality; managing risks and reducing harms; protecting, managing, and reporting data, can still 
be applied to Internet research, there are also unique ethical challenges associated with virtual 
platforms (Trull, Helle, & Griffin, 2021). Some of them are researchers’ identity, data proliferation, or 
online identity management (Fileborn, 2016; Whiteman, 2012; Aldridge, Medina & Ralph, 2010). It is 
necessary to reassess and critically evaluate the ethical norms and practices applicable to online 
research (McInroy, 2016). Some case studies will be discussed such as accessing online course data; 
consequences of sharing data; and ethical, cultural, and religious boundaries of online photography. 

Ethical Guidelines for Online Data Collection Methods.  Dealing with ethical issues is a challenge for 
most, if not, all researchers. Several authors have identified ethical issues that researchers must 
consider in conducting qualitative research through online modalities. In this presentation, we will 
discuss informed consent; public or private space; anonymity and confidentiality; honesty and 
transparency; data security; and vulnerability, risks, and benefits. 
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Informed consent. How can researchers obtain informed consent for data that is readily available 
online such as posts on Facebook and other social media apps? Felzmann (2013) suggests the following 
strategies. First, researchers can inform the group that they are conducting a research on a certain 
topic and that the information contributed by the group members are relevant to their research 
purposes. Second, they just use the data without informing or seeking permission from those 
concerned. Third, they contact group members whose posts they will use and ask permission. The first 
approach may result in unfavorable reactions from group members. The second approach is obviously 
unethical because it violates the principle of informed consent. The third approach is ethical although 
tedious.  

Public and private space. It is difficult, however, to determine whether an online space is public or 
private. The following guidelines (Eysenbach & Till, 2001) may guide researchers to identify private 
groups: (a) A registration is required to be part of the group. . (b) The group has made a statement that 
their group is exclusive. (c) The group does not seek public visibility. 

Confidentiality and anonymity. According to Felzmann, researchers observe confidentialy when: (a) 
During the the data collection, only the participant/s and the researcher/s are present. (b) Researchers 
do not discuss about our data when non-team members are present. (c) Researchers should not share 
the data to any person. (d) Data is stored and managed with strict compliance to data security.  

Anonymity, on one hand, refers to guarding the identity of research participants (Felzmann, 2013). 
Unless agreed by the participants and the researchers at the start of the study, participants’ identity 
should be kept hidden. In online research, Markham (2012) suggests fabrication), that is, to present 
composite data (Burles & Bally, 2018) or general findings (Warrell & Jacobsen, 2014).  

Honesty and transparency. Firstly, honesty and transparency involve revealing to the participants 
what online data the researchers are harvesting and for what purpose (Clark et al., 2015). Secondly, 
the researchers should reveal their identity as researchers, especially when they are part of a group or 
when they join the group for research purposes (Clark et al., 2015; Felzman, 2013). Thirdly, after the 
data is collected, the participants should check the data for accuracy (Clark et al., 2015). On another 
note, participants must also exercise honesty and transparency. In online focus group discussions, in 
spite of its public nature (Sim & Waterfield, 2019; Tolich & Anito, in press), the researchers and the 
participants must be assured that they are in a “private” space, free from the presence of other people 
(Salmons, 2015).  

Data security. Among popular threats to data security are various tracking technologies, contiguity 
and traceability, a loss or a proliferation of data (Mumford et al., 2021; Beaulieu & Estalella, 2012). The 
following guidelines may be used to improve data security in mediated settings (Aldridge et al., 2010; 
Gupta, 2017; Trull et al., 2021): (a) All tracking information and web-signed consent forms will be 
stored in a secure server separate from study data. (b) Electronic data, including all forms and storages 
of data, will be password-protected. (c) Data is stored separately from participants’ identifying 
information and linked only to a unique subject identification number. (d) Data is anonymized at the 
early stage of the study. (e) All non-anonymized data should deleted as soon as possible. (f) The 
encryption software is used to create ‘encrypted space’ on computers and storage media. (g) Data is 
stored centrally rather than locally; the number of data copies is minimized. 
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Vulnerability, risks, and benefits. Prevention of harm to participants is generally considered to be the 
main rationale for the requirement of research ethics review. Internet research raises several concerns 
regarding vulnerability and harm, but also regarding potential benefit that other forms of research 
might not be able to achieve (Banister, 2007). Apart from physical harm, there may also be wider harms 
such as psychological, social, or a reputational damage (Hennell, Limmer, & Piacentini, 2019). If the 
study involves illegal activities, additional ethical measures need to be taken. The researcher may need 
to include in the informed consent form the possible outcomes of the study including an inquiry about 
illegal activities, the probability of the confidentiality breach, and the subpoena of data if requested 
by the legal entity (Trull et al., 2021).  
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Organization of the Panel Discussion 

Brief context: The adverse impact of a pandemic on human interaction has prompted a significant shift 
from sharing a common physical space to alternative online modalities. As the in-person gatherings 
were reduced in compliance with safety measures, the use of cyberspace for social and professional 
networking has remarkably increased. With this new development, internet-mediated research has 
become a promising ground to explore the web-based data with the use of various digital methods 
and platforms (Fatanti et al., 2022; Keen, Lomeli-Rodriguez & Joffe, 2022). The new opportunities for 
the online research unpack “the complexities and possibilities of researching digital environments” 
which raises new ethical issues and dilemmas related to it (Marlowe & Allen, 2022). 

Objectives: 

(a) To give examples of case studies on ethical issues in conducting online qualitative research. 
(b) To discuss ethical issues and present strategies on how to address each of them. 

 
1- Dynamics / Strategy: 

a. Presentation: Panel Discussion – There are five presenters. One of the panel members, 
Gracel Saban, will introduce the panelists. 
 

b. Theoretical Exposition of the theme 
Moderator of the Panel: Arceli Rosario 
Pavel Zubkov – Introduction, Case Studies  – 20 minutes 
Gracel Saban – Informed Consent – 10 minutes 
Arceli Rosario – Public and Private Space, Confidentiality and Anonymity –  15 minutes 
Jasmin Tuapin – Honesty and Transparency – 10 minutes 
David Lumowa – Data Security; Vulnerability, Risks, and Benefits – 15 minutes 
 

c. Application in other contexts 
The content of this presentation may also be applied in other settings, specifically in 
regions where online data collection is a good option. 
 

d. Discussion  
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To be moderated by Arceli Rosario - 20 minutes 
 

2- Application of the proposal in reality/practical examples:  
(a) Researchers to be aware of ethical issues in online qualitative research 
(b) Researchers to be equipped with strategies to address those ethical issues 
 

3- Expected results:  
After participating in the panel discussion, the participants will be equipped to deal with the 
online qualitative research ethical problems that they may face. 
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